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Foreword By Seccord

The CSP Forum initiative' (funded by the EU FP7 SecCord” CSA project) has a core
objective of enabling enhanced collaboration through effective clustering of EU funded
trust and security research projects. Funded research projects contribute to the larger
work program of the commission. The CSP forum through its promotion of collabo-
ration, encourages trust and security focused projects to work to create syner-gies,
coming together as a community for greater impact.

Projects need to prove collectively that as a program they have delivered good
results with a high impact potential. This in turn clearly conveys to the decision/policy
makers the need for such research and provides evidence of the potential and real im-
pact of such funded research activities. Highlighting such a need for future investment
in this research domain area demonstrates the continued need to have trust and security
embedded in future EU work programs.

With ICT technologies advancing at a rapid pace globally, this has a knock-on effect
regarding policy and regulation. It is imperative that the ICT trust and security commu-
nity demonstrate how they are contributing to this ever-changing and technically chal-
lenging world. The CSP forum continues in its analysis and clustering activities to
pro-vide the bigger picture of what we are doing collectively, through the ongoing
partici-pation and contributions from individual projects carrying out the research
work.

Horizon 2020 (H2020)* EU flagship initiative, aimed at securing Europe’s global
competitiveness, actively works to couple research and innovation with a core goal to
ensure that Europe produces world-class science, and removes existing barriers
to innova-tion, providing an environment for both private and public sectors to come
together for greater impact. The CSP forum through its ongoing activities aligns its
activities with the H2020 objective and innovation/impact focus by

e Providing an overview of the EU trust and security research portfolio (focusing on
outputs/success stories with real marketable impact/potential)

e Addressing Policy in the Making — Assessing funded projects activities and their
relation to the Cybersecurity Strategy — “Impact on Europe,” EU data pro-tection
reform — “protecting your personal data/privacy”

e Assessing economic barriers of trust and security technology uptake — “How
to access the market more effectively,” Research to Industry impact — “How to
improve, implement, and succeed”

e Aligning trust and security EU initiatives with focused Member state initiatives —
“Investigating How to work together better.”

https://www.cspforum.eu/
http://www.seccord.eu/
http://ec.europa.eu/programmes/horizon2020/
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VI Foreword By Seccord

Proceedings from the Annual Cyber Security and Privacy (CSP) Forum Conference
2014* are included in this volume. The CSP Forum conference 2014 in partnership
with Pripare” colocated with “The Annual Privacy Forum conference 2014 in Athens,
Greece during May 21-22, 2014. The CSP forum conference provided an opportunity
for projects to come together to disseminate to the wider community their research
out-puts, highlighting the potential innovative market opportunities and impact of EC
funded Cyber Security and Privacy research activities.

August 2014 Frances Cleary

* https://www.cspforum.eu/2014
5 http://pripareproject.eu/
S http://privacyforum.eu/
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Preface

This volume consists of the selected revised papers based on the presentations at the
Cyber Security and Privacy (CSP) Forum 2014, collocated with The Annual Privacy
Forum conference, held in Athens, Greece, during May 21-22, 2014. This volume
builds on the experience of the volume of the CSP FORUM 2013 (published by
Springer, CCIS 182). It is edited with the intention and ambition to develop a “port-
folio” of European research. It aims to disseminate research outcomes beyond research
communities by proving a single access point for different stakeholders.

This volume captures ongoing research activities and results carried out within
European projects mostly funded within the EU’s framework research programs. The
conference program consisted of 15 different tracks involving a variety of presentations
and panel discussions covering the key challenges and strategies available to effectively
manage employee, citizen, and corporate trust. The conference provided an opportunity
for those in business, public sector, research, and government who are involved in the
policy, security, systems, and processes surrounding security and pri-vacy technolo-
gies. The papers collected in this volume highlight research conducted by the following
EU projects (in alphabetical order):

e A4Cloud
Accountability for Cloud and other Future Internet Services
FP7-317550

e ABC4Trust
Attribute-based Credentials for Trust
FP7-257782

e Aniketos
Project Full Title: Secure and Trustworthy Composite Services
FP7-257930

e FINESCE
Future Internet Smart Utility Services
FP7-604677

o FI-WARE
Future Internet Core Platform
FP7-285248

e IPACSO
Innovation Framework for Privacy and Cyber Security Market Opportunities
FP7-609892

e PRIPARE
PReparing Industry to Privacy-by-design by supporting its Application in Research
FP7-610613

e SecCord
SECurity and trust COoRDination and enhanced collaboration
FP7-316622



VIII Preface

¢ SECONOMICS
Socio-Economics meets Security
FP7-285223
e SECURED
SECURIity at the network EDge
FP7-611458
e TRESCCA
TRustworthy Embedded systems for Secure Cloud Computing Applications
FP7-318036

This two-day conference organized by the SecCord project invited presenters,
panellists, and exhibitors to contribute to this collection of selected papers. Two types
of papers were solicited to be published in the post-proceedings of the conference:

e Practical Experience Reports and Tools presenting in-depth description of practi-
tioner experiences, case studies, and tools

e Research Papers presenting recent original research results providing new insights
into the community.

Papers submitted were peer-reviewed by (at least two to three) Program Committee
members and experts. The peer-review process provided authors with valuable feed-
back in order to improve their papers. The selected papers grouped into thematic parts
of these proceedings capture just a snapshot of the two-day conference, which provided
an opportunity to present and debate ongoing cyber security and privacy re-search and
development in Europe. These proceedings intend to inform researchers, practitioners,
and policy-makers about research developments and technological oppor-tunities for
innovation in cyber security and privacy.

We would like to thank all the people who made the publication of these pro-
ceedings possible, in particular the authors, the Program Committee members and
reviewers, the conference organizers, and the supporting organizations.

August 2014 Frances Cleary
Massimo Felici
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Ensuring Trustworthiness and Security
in Service Compositions

Vasilios Tountopoulosl(@), Ira Giannakoudakiz,
Konstantinos Giannakakis®, Lefteris Korresz,
and Leonidas Kallipolitis'

! Athens Technology Center S.A, Halandri, Athens, Greece
{v.tountopoulos,k. giannakakis,1l.kallipolitis}@atc.gr
2 DAEM, Athens, Greece
{i.giannakoudaki,l. korres}@daem. gr

Abstract. Future Internet applications can be dynamically composed of atomic
services, which exhibit different trustworthiness and security requirements,
when being integrated into complex service chains. In that respect, research in
the security field works around solutions that can ensure that security charac-
teristics are well addressed in modern, Web-based, ICT environments, aiming to
establish a level of trust and confidence on the service consumers. Towards this
direction, this paper showcases the results of the EU-funded FP7 Aniketos
project, in order to support the secure development life cycle of Web-based
service compositions. It elaborates on the design time and runtime capabilities of
the Aniketos platform to support security and trust in the specification of
composite service processes, by offering service developers the ability to effi-
ciently express their security requirements and service providers the capability
to track security breaches and threats and support decisions on the appropriate
mitigation actions.

Keywords: Secure service development - Composition of public services -
Trust property

1 Introduction

Secure service composition plays a key role in Future Internet Applications, since the
value of the service delivery process increases with the importance of the involved data
and their security requirements. Different types of multi-source information are inte-
grated into distributed ICT platforms and services to facilitate the needs of multiple
cross discipline business domains, which require the composition of public and private
service processes. However, the integration of any type of data in complex service
provisioning paradigms raises valid concerns on the security and privacy vulnerabilities
of data systems to maintain the value of the offered information content [1].

As a consequence, end users appear to be reluctant in using such ICT systems and
they expect to increase their perceived confidence by setting specific trust and security
requirements that should be met. In this context, this paper approaches the problem of
security by design to support the development and execution of data driven composite

© Springer International Publishing Switzerland 2014
F. Cleary and M. Felici (Eds.): CSP Forum 2014, CCIS 470, pp. 3-15, 2014.
DOI: 10.1007/978-3-319-12574-9_1
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services, which are consumed in critical business domains to build secure Web-based
applications.

The paper presents the results of the FP7 Aniketos project [2] to address the
problem of the design time support of security properties in the provision of sensitive
data in composite service processes, with application to a variety of business sectors.
More specifically, it demonstrates how specific end user security and trust requirements
are evolving to system level security mechanisms to deliver complex interactive Web
service-based applications that require the integration of critical information, which is
subject to various security classifications.

In a nutshell, the scope of the paper is to present the applicability of the research
work conducted in the context of the Aniketos project on domain specific application
scenarios, which raise certain security concerns that have to be effectively addressed in
the design, development, deployment and execution of secure composite services. In
that respect, the paper is structured as follows: Sect. 2 gives an overview of the
technical aspects of the Aniketos project and, presents the Aniketos methodology for
developing secure composite service specifications and integrating them in operational
and highly business-oriented Web applications. Then, Sect. 3 introduces the software
packages comprising the Aniketos platform, which is the main outcome of the Aniketos
project by providing software level implementation details. Then, Sect. 4 elaborates on
how the platform has been used to develop secure composite services in the context of
an e-Government application, which exhibits certain security and trust requirements.
This section, also, introduces the main results collected as feedback from the evaluation
of the Aniketos design time and runtime capabilities. Finally, Sect. 5 concludes this

paper.

2 Overview of the Aniketos Project

This section makes an introduction to the objectives of the Aniketos platform and
introduces the technical directions, towards which the Aniketos work delivers signif-
icant results to advance the current state-of-the-art in the area of secure service engi-
neering. This section, also, presents the methodology that is adopted to realise the
Aniketos research in real application scenarios.

2.1 Introduction to the Project Objectives

The main objective of the Aniketos Project is to establish and maintain security and
trustworthiness in composite services. The project delivers a platform that builds upon
existing environment solutions, such as service composition, service runtime execution
and service storage, and extends them to offer the security and trust dimension when
designing, implementing, deploying and running composite services.

In more details, the Aniketos platform aims to advance the state-of-the-art in the
area of service composition by creating and maintaining secure and trusted composite
services. Through the appropriate specification of methods and development of tools
and services, the Aniketos platform supports the whole service life cycle in service
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engineering, ranging from service implementation, discovery and composition to ser-
vice management, adaptation and reconfiguration.

As Future Internet services can be dynamically composed or evolved, the Aniketos
platform defines trust models and security policies, through which the interested
stakeholders can define, validate and monitor trustworthiness and security properties.
These properties can be used as the building blocks for developing the security
descriptors for the composed services and contract related artefacts, as well as be
exploited to identify and overcome the shortcomings in service engineering when
dealing with security violation issues.

Security violations can occur when systems and services are vulnerable to intruders,
which may affect the set security standards and the quality of experience received by
the users. Towards this direction, the Aniketos platform tries to address potential loss
on service availability and end user trust by efficiently analysing, solving and sharing
information on how new threats and vulnerabilities can affect service compositions and
can be mitigated [3], so that the composed services can be (semi-) automatically
adapted to the new runtime conditions.

On top of that, the Aniketos platform adds a socio-technical perspective to the way
that security and trustworthiness requirements are addressed in service engineering.
Since service and service-based systems target highly business-oriented environments,
the respective business processes, which are being supported through the deployment
of the appropriate composite services, are governed from both technical and social
aspects. Such aspects should be tackled together once security and trust are considered.

2.2 The Aniketos Methodology

The adoption of the Aniketos concepts is based on existing secure software develop-
ment methodologies. Our approach extends them to provide the roadmap on how the
innovative technologies of the Aniketos platform can be integrated in order to advance
compositions of data critical services to be more secure, reliable and trusted.

As data driven future Internet services can be dynamically composed or evolved,
the Aniketos platform gives emphasis on the definition of both human readable and
machine readable security policies, through which the involved stakeholders in a ser-
vice chain can validate the offered security properties and monitor the trustworthiness
of the associated providers. These properties affect the availability of sensitive data and
can be used for the implementation of the security descriptors of the composed services
and contract related artefacts, as well as be exploited to identify and overcome the
shortcomings in service engineering when dealing with security violation issues at
runtime.

More specifically, the Aniketos platform capabilities are realized through three
distinct phases, as depicted in Fig. 1. As a first step, we show how the Aniketos
platform relates to the secure service development of data driven composite services
and applications by enabling domain security experts and service designers and
developers in the design-time service process specifications taking into account security
and trust requirements [4, 5]. The requirements are expressed in the form of security
consumer policies with respect to how data is provided and shared among participating
data holders and consumers.



6 V. Tountopoulos et al.

Formal service @ Secure service
)| level security  |mmm————————)  deployment
requirements & monitoring

Abstract security
requirements

Trustworthiness level
Separation/Binding of duty

Integrity
Confidentiality
Threats

Fig. 1. The methodology for the use of the Aniketos platform

The requirements can be described in a high level XML like specification language,
which can, then, be mapped to a formal service specification language, like Business
Process Modelling and Notation (BPMN) [6]. Based on the defined security policies,
the Aniketos design time methodology prompts service developers in linking service
processes with actual atomic services, which satisfy these policies. Thus, the compo-
sition of the service process chain is verified on the security assertions that the target
service consumers have declared as requirements [7]. The development of the secure
service compositions is based on the Activiti Modeler'.

At runtime, the designed specification of the secure service composition is
deployed, so that it can be exploited in domain specific application development.
During the announcement phase, the service developer can define a set of rules to
accompany the service contract and which can potential drive the runtime behaviour of
the service execution, in order to handle security violations and threat exposures. The
deployment and execution of the composite service specifications is performed through
the Activiti Engine (see Footnote 1). As a last step of our approach, the Aniketos
platform enables monitoring of the runtime execution for the relevant composite ser-
vices to ensure that the provisions of the security contract are respected and that the
potential exposure of threats is well addressed [8]. In case of violations, the platform
enacts automatic service adaptation mechanisms, through re-composition or re-
configuration.

3 The Offerings of the Aniketos Platform

The Aniketos platform has followed a modular approach for the architectural design,
which enables the platform to be installed either as a platform as a whole or as separate
components. This gives the target users the advantage to choose the functionalities that
they want to install.

! http://www.activiti.org
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The Aniketos Platform and Environment components have been grouped to soft-
ware packages, which better facilitate the delivery of the Aniketos platform function-
alities to the target user groups. The platform architecture has been based on the OSGi
framework>, which is a standardised technology, fully documented, that defines a
dynamic modular system for Java applications [9, 10].

Thus, here we introduce the potentials for grouping the Aniketos provisions into
software packages, which can be commercialised directly to the target markets and
facilitate real life needs for supporting security and trustworthiness in a variety of
(cross-discipline) application domains. The packaging takes into account the details of
the components, their licensing scheme and their position in the Aniketos methodology
presented above, including the security service development lifecycle.

Service Lifecycle

Design and Development 3 Deployment ] Operation and Execution

Socio-technical Security

Requirements package ™

Abstract security
requirements in the
form of commitments

¥

Secure Service Specification g

and Deployment package Secuﬁh'-enriched
X service level : i
U i specification Aniketos-compliant
Security implementation of

Security Service Validation and
Verification package

Security Jl . i
validation > i X

validation
checks

secure composite service

checks Security Monitoring and Security
Notificati B = notifications
Notification package S

Application

Fig. 2. The software packages of the Aniketos platform

As shown in Fig. 2, the Aniketos platform is provided as four distinct software
packages, which are summarised in the following lines.

The Socio-technical Security (STS) Requirements package offers the ability to
model the security requirements in complex services [11]. The language and tools
allow us to represent the agents and the roles involved in the service execution, the
goals they should achieve, the trust and security relationships among them, and the
documents specifying the achievement of these goals. This package generates security
requirements for services, whether they are developed from scratch or already exist and
need to conform to certain security rules and organisational policies. By using this
package, we can involve different stakeholders and specify our security requirements

2 OSGi Alliance Specifications - http:/www.osgi.org/Specifications/HomePage.
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by exploiting close to real world modelling practices. This package facilitates the
design phase of the Aniketos security lifecycle.

The Secure Service Specification and Deployment package enables business pro-
cess modelling of composite services and configuration of the security requirements,
which can be retrieved from the previous package or defined from scratch. The package
allows easy deployment of the composite services in a runtime environment. For each
service part, the functional specification is enriched with security characteristics,
detailing the level of security that should be supported [12]. The package offers the
possibility to publish services to a service registry and supports searching in this
registry to discover the most appropriate atomic services to be associated with the
composite service. This package facilitates both the development and deployment
phases of the Aniketos security lifecycle.

The Security Service Validation and Verification package checks the design, reg-
istration and execution of secure service specifications. When a composite service has
been designed, the service developer needs to check the security characteristics of the
constituent parts involved in the service composition. These verification checks are
performed at runtime to validate that the composite services maintain their security
properties and comply with security policies at execution time. This package comes
across the Aniketos security lifecycle and can cover all the involved phases.

Finally, the Security Monitoring and Notification package enables monitoring of
the execution of secure composite services and generates alerts when any malfunctions
are identified. Such malfunctions can refer to the violation of a service contract, the
degradation in the trustworthiness, and the threat level of the offered composite service
or parts of it. The package supports subscriptions to service monitors for specific types
of events. It monitors events in the service execution environment and analyses them in
order to generate alerts and notifications about potential breaches to security and
trustworthiness requirements. This package facilitates both the deployment and exe-
cution phases of the Aniketos security lifecycle.

The four software packages of the Aniketos project results are available in both
basic, open source versions® and closed source providing additional and more advanced
functionalities, especially in the field of security verification checks. Through these
packages, the Aniketos platform offers design time and runtime support of security and
trustworthiness properties in the provision of composite services. More details about
the Aniketos software packages can be found in [2].

The platform capabilities address the needs of different stakeholders, including
service and application developers and service providers. The service developers can
exploit the Aniketos platform at design time to define trustworthiness and risk-based
security properties over and between external service components. By adopting the
Aniketos design time methodologies and tools, as presented above, they are able to
create composite secure service specifications, discover and select the most appropriate
secure service components and evaluate the compliance of service compositions with
respect to set security user requirements and service properties.

3 Available at github.com/AniketosEU.
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At runtime, the Aniketos platform offers software packages, which enable the
service providers to publish their composite service specifications and operate their
secure and trusted services, and application developers to monitor the operational
behaviour of composite service executions and efficiently react in cases of contextual
environmental changes and security violations. Thus, when changes occur that have an
impact in the proper and secure service execution, the Aniketos packaged platform is
notified to take the appropriate actions and potentially proceed with service recom-
position and reconfiguration, according to the best service adaptation potential.

4 Building Secure Service-Based Applications

This section describes the way that the Aniketos platform is used to develop secure
composite services that can be consumed in business-oriented applications. The section
introduces the steps that should be adopted by the involved service designers, devel-
opers and providers during the whole service lifecycle. This section is concluded with
some initial remarks arising from the evaluation of the Aniketos platform through the
realisation of a use case facilitating the needs of an e-Government scenario.

4.1 Development of a Use Case Application

In the scope of this paper, we exploit the capabilities of the Aniketos platform to
showcase their applicability in real life examples and evaluate the practicality of the
platform functionalities in commercially critical environments. For our case, we select
an example from the e-Government regime, which constitutes a demanding case of
public and confidential information being integrated into a secure service based
application. This example aims to address the citizens’ security concerns when par-
ticipating in e-Government online public services following a security-by-design
implementation approach.
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More specifically, in order to evaluate the Aniketos methodology towards sup-
porting the design time specification of secure service compositions and the deploy-
ment of Aniketos compliant composite services, we have used the Aniketos platform to
develop a set of composite services that have been consumed in this e-Government
Web application, facilitating the task for publishing the lot information residing in a
given area (see Fig. 3 for the end user view of this application). The development
process has been made aiming to evaluate the capability of the platform to provide the
necessary level of abstraction and enable (not necessarily security skilled) service
designers and developers define their security and trustworthiness requirements in the
specification of complex public services.

The functionalities that have been exposed by the platform and have been used to
develop this e-Government application are analysed in the following steps, which
implement the Aniketos approach to build secure service-based business applications:

e Build security requirements-based service specification for publishing lot infor-
mation scenario: an initial structure of the Aniketos compliant specification is built,
based on abstract security requirements (see Fig. 4), being defined through the STS
package, and after their transformation to concrete service specification resources.

e Define security policies for the publishing lot information service tasks: the
Aniketos compliant specification is enriched with more security requirements at the
level of the formal service specification.

e Create candidate compositions by discovering existing services to facilitate the
publishing lot information process: the tasks associated to a composite service
specification are linked to actual service components, which are discovered from the
Marketplace, based on functional and security characteristics.

e Analyse service properties: the Marketplace requests for the validation of the
security properties of a service with certain functional characteristics.

e Perform design time service verification: the list of candidate service specifications
are verified to ensure compliance of service security properties with defined con-
sumer policies.

e Deploy the Aniketos compliant service specification for the publishing lot infor-
mation process: the most suitable secure service specification is selected for
deployment to the runtime platform and the subscription to monitoring services is
performed. Alternative secure service specifications are stored for runtime reference
and use.

e Announce the publishing lot information secure composite service: the deployed
service specification is checked with respect to claimed security properties, prior to
the announcement to the Marketplace, as an Aniketos compliant service
specification.

e Subscribe to notifications: the deployed service specification registers to the Noti-
fication services of the Aniketos platform to receive alerts in cases of events, such as
(a) contract changes, (b) trust level changes, (c) threat level changes and (d) any
other contextual change of the functional and security characteristics of the services.

e Monitor the execution of the service with respect to the publishing lot information:
monitor the execution of the Aniketos compliant service to identify changes in the
proper runtime behaviour, based on the Agreement Template.
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e Perform runtime service verification: in case of any violations, the properties of the
composite service are verified at runtime to identify the type of violation and
provide reasoning over the appropriate actions to be followed.

e Invoke service re-composition to maintain the security and trust policies for the
publishing lot information process: the necessary actions towards re-composition of
the runtime behaviour of the service are performed. The execution of the service is
not interrupted.

e In case that re-composition fails, invoke service re-configuration: the necessary
actions towards re-configuration of the composite service specification for the
publishing lot information process are performed. The execution of the service may
be interrupted.

Based on these steps, we have managed to develop a composite service specifi-
cation, as shown in Fig. 5, which facilitates the publishing lot information scenario,
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Fig. 4. An extract of the security requirements-based specification for the publishing lot
information composite process
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with a set of given security and trust properties applied to it. This composite service
process has been consumed in a Web-based application, to offer the runtime realisation
of the execution level capabilities of the Aniketos platform.

In order to facilitate the proper operation of the Web application through the
Aniketos platform, we have performed different test scenarios at runtime, which
include the conduction of various trigger events to form and emulate a violation of the
specified security agreement. Thus, the application is tested to observe the runtime
behavior for different configurations of the service execution, aiming to showcase how
and when service re-composition and reconfiguration occurs, in accordance to the
specific runtime rules.
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Fig. 5. The service specification for the publishing lot information composite process
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4.2 Evaluation of the Aniketos Platform Through This Business
Application

The evaluation of the Aniketos platform has been based on the scenario specific
development process, described in the previous section. The evaluation process has
been evolved through both focus group discussions and structured feedback in the form
of questionnaires. The overall result of the evaluation shows that the use of the
Aniketos platform in real life applications is very useful for the designers, developers
and domain experts in general, since it supports them to define security needs at various
levels and navigate through the actual service process, hiding the complexity of the
secure service design and deployment tasks.

In a group of highly relevant stakeholders, we demonstrated the Aniketos meth-
odology to build the application for the publication of lot information. During the
demonstration and in the discussion phase after it, specific advantages and disadvan-
tages regarding the usefulness of the Aniketos capabilities were discussed, while issues
with respect to future extensions were raised. A very useful overall outcome for the
Aniketos platform is the seamless integration from the design time to the deployment of
secure composite service specifications, which can, then, be reused in the context of
another composition and, subsequently, be consumed in another application.

Furthermore, the specification of security requirements in a collaborative manner,
in which you have different stakeholders sitting together in order to define the complex
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process is another asset for the Aniketos platform and the level of expertise from the
these stakeholders that needs to be captured in the platform. This, also, drives how
security is applied as part of the high level concept of the application, which is, then,
mapped to specific service processes with certain security restrictions.

Despite the positive points raised in the evaluation feedback, some missing aspects
have been spotted down as well. Of particular interest for future work is the fact that the
evaluators would like to see the whole set of security properties that you define at
the design phase to be populated after the deployment phase as well. Emphasizing on
the security properties lifecycle, it would be of great importance for the service pro-
viders to be able to visually track the evolution of the security property values at
runtime. For example, if you specify a trustworthiness level during the development of
a service composition to be greater than 0.5, you should be able to monitor whether the
provided services offer a trustworthiness level greater than 0.7 or not.

Another important feature that has been suggested during the evaluation refers to
the ranking of the available candidate compositions at the development phase. One
should be able to balance the algorithm of the ranking, by giving specific weights over,
for example, the trustworthiness and the credibility criteria, resulting to a hybrid
ranking experience. This might be useful when you have different security require-
ments along your process and the service designer should be able to define the balance
on the ranking across these security requirements.

As an overall evaluation statement, using the Aniketos platform, it turns that service
composition can be enhanced, enabling the involved stakeholders establishing a sense
of trust when using the respective software packages. In the e-Government domain,
service composition is subject to security restrictions and concerns, which are poten-
tially driven by legal limitations. Thus, in this specific domain, in which citizens and
enterprises’ trust on ICT systems owned by the local authorities lowers with the
credibility of the public bodies, the need for a third party “certification” of best practice
development is necessary. The same is applicable to an extended list of paradigms in
various business sectors, in which the exploitation of the Aniketos platform provisions
can eventually minimize the final costs for developing future Internet applications,
paying specific attention to security concerns existing in them.

5 Conclusions

Today’s ICT systems are evolved within a service-based space, in which data plays a
key role as a valuable asset of the service engineering process. Web content is con-
tinuously made available and is being provided through Web services, which are
autonomously or synergistically operate to feed the business execution of any kind of
organisation, including commercial branches, industries, and governments. As the
value the involved data streams increases, the need for protecting the composition of
the service delivery processes is increased as well, aiming to offer innovative services
for the consumers of Future Internet applications and systems.

In this paper, we presented the security by design concepts built in the Aniketos
project, when developing composite services, focusing on an example from the public
service delivery domain. We elaborated on the Aniketos methodology to deliver
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security solutions that are bound to the actual needs of the service development life-
cycle, in which service developers can express specific high level security requirements
and translate them to service process level requirements, which are associated with the
secure service specifications being constructed in a formal language (namely secure
BPMN).

By defining own security policies, service developers can investigate on the
appropriate combination of atomic services in a composite service process chain and
enact the execution of the composite service process to monitor that at runtime the
specified security attributes are compliant to the expressed security policies. In that
respect, the paper offered realisation on how the development and deployment of
Aniketos compliant composite services in the context of business level applications,
and in our case for the e-Government domain, can be affected by the security provi-
sions of individual service components.

At this point, we would like to mention that this work is partially funded by the
European Commission under the FP7 Framework Programme and Grant Agreement
257930 Aniketos project [2]. We would like to thank all Aniketos partners in con-
tributing to the design, specification, development and evaluation of the Aniketos
capabilities and the delivery of the Aniketos platform, which was the basis for the work
in this paper.
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Abstract. Personal devices (such as smartphones and laptops) often
experience incoherent levels of security due to the different protection
applications available on the various devices. This paper presents a novel
approach that consists in offloading security applications from personal
devices and relocating them inside the network; this will be achieved by
enriching network devices with the appropriate computational capabil-
ities to execute generic security applications. This approach is fostered
by the SECURED project, which will define the architecture, data and
protocols needed to turn this vision into reality.

Keywords: Network-based personal security - Personal security protec-
tion - Remote attestation + Network functions virtualization

1 Introduction

The recent years have witnessed an increasing number of user terminals (such
as laptops and smartphones) being connected to the Internet and we foresee an
even more exciting growth in the coming years, due to new functions such as car
infotainment systems, smart Internet-of-Things (IoT) devices, and more. This
scenario encompasses a high number of devices with very different capabilities
and hence poses significant challenges in terms of security, particularly with
respect to protection from external threats.

First, many devices have limited resources, particularly embedded and mobile
devices, and are often further constrained by severe limitations in terms of power
consumption. As a consequence, complex protection applications (like anti-virus
or VPN client with strong encryption) may not be executed on all devices.

Second, users can access the network from anywhere, hence they experience
different levels of protection depending on the network they are connected to.
For example, a user is typically exposed to more threats when connecting from a
public hotspot than when connecting from the corporate network (as it usually
includes a sophisticated border firewall).
© Springer International Publishing Switzerland 2014
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Last but not least, the level of protection depends upon the security appli-
cations available for a specific terminal. For example, a laptop can be equipped
with a powerful parental control, while the same software may not be available
when browsing the Internet from a smart TV, hence leaving kids unprotected.

This paper proposes a possible solution to the above problems, based on a
network application offloading approach [7]. In a nutshell, we move protection
from the user terminal to the (closest) network edge device (NED), which can be
represented by an access point, switch or router, augmented with the computing
capabilities required to run the offloaded security applications. According to this
approach, users will configure the desired security countermeasures (applications
and policies) only once, then they will be applied automatically by all NEDs
regardless of the user terminal and network connection.

The main advantage of this approach consists in transforming protection
from device- or network-based into a new user-centric paradigm, hence deliv-
ering personalized protection independent from the user’s device and location.
In addition, this would no longer require to install specific software on each
terminal, which simplifies management and reduces power consumption, hence
offering to devices with limited capabilities the same level of protection of more
complex platforms. This approach is fostered by the project SECURED!, which
is currently designing the technical framework to turn this vision into reality.

2 Requirements

Running personal security applications into the network is a sensitive action and
several requirements must be met by an architecture aiming to reach this target.

2.1 Security Requirements

Trust. Since applications would be executed at a node not under the control of
the end user, a verification mechanism is needed to provide evidence that the
NED can be trusted to run the applications. In particular, a NED should provide
the following guarantees.

First, it must prove to be an original device and not one simulating the
SECURED behaviour (for example by reproducing the same output upon arequest);
the consequence of trusting a fake device could be that its owner could manipulate
the traffic of the victim at his will.

Second, a NED must prove that the traffic of a given user is processed by
the applications he requested and not by some malicious software (that could,
for example, forward all user’s traffic to an attacker’s favourite location).

Note that trust should come from the evaluation of these guarantees, but
we do not exclude the possibility to accept other sources of trust. For instance,
the user might be satisfied with trust originating from non-technical considera-
tions, such as having the physical control of his home gateway or a contractual
agreement (and corresponding liability) with his ISP.

! http://www.secured-fp7.eu/
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Channel protection. If the user trusts a NED, he must also create a protected
channel with it, so that attackers cannot manipulate the traffic. In addition, he
must ensure that the other channel endpoint is the same entity that presented
the trust proofs, otherwise an attacker could perform a man-in-the-middle attack
by relaying the proofs requests and replies to a trusted device.

Isolation. As a NED could be multi-tenant (e.g. many users connected at the
same time to a public WiFi access point), it must ensure the proper separation
of traffic of the different users and must bind each flow only to the applications
selected by that user. Since applications could misbehave (e.g. due to a bug or
a vulnerability exploited through a malformed packet), a NED must properly
confine each application so that a misbehaving one does not affect the others.

2.2 Technical Requirements

User authentication. To deliver protection to the right user, a NED must have
the capability to recognize who is currently connecting to it with a standard
authentication procedure (e.g. a username/password pair). It is worth noting
that this is not a mechanism for network access control, although the NED
could use information exchanged during that phase. Rather, authentication is
needed to retrieve the user’s profile (applications and policies) so that a NED
knows how the traffic of this user must be processed.

Standardized platform. Since a security application could run on an arbi-
trary NED (e.g. home gateway or corporate switch, depending on the location a
user connect from), it must be designed to support different environments. This
requirement could be met by designing applications in a platform-independent
way (e.g. as Java byte-code) or ensuring that a NED could run the environment
required by an application (e.g. through virtualization).

Standardized policies. Typically applications that accomplish similar tasks
for different platforms offer different configuration options, thus increasing com-
plexity for a user to obtain the same behaviour. To overcome this problem, a
user should have the possibility to express how his traffic must be processed with
an application-independent policy language.

Scalability. Since the NED is primarily a networking device (although aug-
mented with computational capabilities) supporting a massive number of concur-
rent tenants connected to it, all the NED components executing user applications
should be as lightweight as possible, with fast primitive operations oriented to
network processing, such as packet filtering and segment/payload reassembling.

3 The SECURED Infrastructure

3.1 NED Deployment Scenarios

Figure 1 presents the possible implementation options of the NED according
to three orthogonal dimensions, namely the hardware architecture, the type of
deployment, and how the user traffic is delivered to the NED.



Exploiting the Network for Securing Personal Devices 19

The first dimension considers two possible hardware options: components
engineered for data plane processing (e.g. network processors, hierarchical mem-
ory architectures, hardware accelerators) versus standard components (e.g. gen-
eral purpose processors, mainstream memories). The former is more appropriate
for high speed processing, while the latter offers a better price/performance ratio
and looks more appropriate to integrate the NED in a cloud-like infrastructure.

Concerning the second dimension, we distinguish the NED as a monolithic
component that implements all the core functions from the case in which the
NED functions are distributed across multiple elements. For example, a tradi-
tional router without advanced computing capabilities might redirect the user
traffic (e.g. through OpenFlow [5]) to a server that takes care of the required
processing. The monolithic flavour looks simpler to deploy and manage (e.g. the
procedure to verify the hardware/software integrity has to handle a single box),
while the distributed model can guarantee better scalability and is more oriented
to cloud-like environments.

The third dimension refers to the way the user traffic is redirected to the
NED. While the preferred incarnation of this project assumes that the network
is SECURED-aware and hence the traffic is automatically handled by the (first)
network device encountered (“transparent” traffic steering), we foresee also the
case of a user connecting to an untrusted or legacy network. In this case we
provide a small agent operating on the user device to establish a secure tunnel
to a remote NED and delivers all the user traffic to it (“explicit” traffic steering).

The Cartesian product of these three dimensions (with two options each)
generates the eight points in Fig. 1, corresponding to possible deployment sce-
narios. Among the different possibilities, labelled (A) — (H) in the figure, we
discuss now those that we consider most promising (Fig. 2).
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Fig. 1. Dimensions for the possible NED deployment scenarios.
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Fig. 2. Some SECURED deployment scenarios.

Monolithic NED (case E). This is the case of a high performance appliance
(e.g. HP 3800 series) directly connected with the user device and containing a
network router with a custom computational unit in the same hardware box.

Split NED (case D). This represents a traditional access router directly con-
nected with the user device and redirecting the traffic to a general purpose server
(e.g. via SDN technologies such as OpenFlow), which executes the security appli-
cations. This model could work also on legacy networks, when traditional routers
are coupled with a companion server that takes care of the processing.

Virtual NED (case C). This is the case where a local compute node, under
user control (e.g. a home desktop), is equipped with the NED software and acts
as a communication gateway for all user’s devices. User terminals have to connect
directly to the virtual NED (via the local network, if trusted by the user, or by
means of a secure channel) by explicitly redirecting their traffic to this box.

Remote NED (case B). This point represents the case in which the user
terminal explicitly connects to a remote NED through a secure channel (e.g. a
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traditional virtual private network): in this case we would depart from our phi-
losophy of not requiring any modification to the client as we need to install a
custom application at the user terminal. This approach would incur penalties
both in management (necessity of a VPN client) and performance (additional
computations performed at the terminal and non optimized routing through the
remote NED). However we consider this case as a form of “last resort” option if
the user connects to a legacy network without SECURED capabilities: this case
should be rare as many modern routers already support some protocols that
enable the implementation at least of the split NED option.

3.2 Providing Trust

Regardless of how the infrastructure is implemented, the most important aspect
from the user’s perspective is that the NED must be able to process the traffic
as expected and must prove this to the user. The problem is how to guarantee
to a user that, when he connects to a network, the traffic will be processed by
a SECURED device. Indeed, a user may connect to a legacy network (without
NEDs) or to a NED that has been previously compromised: in these cases users
are exposed to possible threats. To avoid this situation, SECURED exploits the
Trusted Computing technology, in particular the remote attestation procedure.

The Trusted Computing Group (TCG) defined the specifications of a crypto-
graphic chip, the Trusted Platform Module (TPM) [4], which uniquely identifies
a Trusted Platform (TP). The TPM contains the necessary primitives to record
measurements (i.e. fingerprints) of hardware and software components, to pro-
tect measurements integrity while they are stored at the TP, and to securely
transmit them to a verifier. The latter can evaluate, from received data, if the
TP will perform the requested tasks as expected: this procedure is known as
remote attestation.

If the user remotely attests a NED before sending network traffic to it, this
prevents the threats described above:

— in case of a legacy network, a device cannot prove to the user that it belongs to
a SECURED infrastructure since this proof requires the use of an asymmetric
key (Attestation Identity Key), which belongs to a unique TPM and whose
private part is never exposed outside this chip;

— in case of a compromised NED, the TCG methodology ensures that the user
can reliably detect if the accessed device will not properly process his traffic.

However, the sole attestation of the NED is not enough to protect users against
attacks from other users connected to the same network. Indeed, attackers may
try to intercept or modify the communication between the user and the attested
NED. Although a secure channel is appropriate to overcome this problem, this
does not ensure that the endpoint contacted by the user is the attested NED:
as pointed out in [2], the endpoint may be a device controlled by an attacker
relying the attestation to a NED. To fight this threat, SECURED employs a
trusted channel between the user terminal and the NED and investigates which
solution is the best fit for this goal (e.g. [1] or [8]).



22 C. Dalton et al.

3.3 Security Policies

SECURED allows to describe user security requirements via a High-level Security
Policy Language (HSPL). HSPL is a user-oriented language suitable for express-
ing concepts related to end-point protection, which represents a departure from
current languages that are either related to network filters (for border firewalls)
or to access control (for database and applications). This language is appro-
priate for capturing the user requirements but cannot be directly implemented
by security controls. As a consequence, we translate HSPL into a medium-level
security policy language (MSPL) which conveys the same information in an
application-independent format suitable for configuring security controls, typi-
cally an ordered sequence of permit and deny actions related to matching packets
or payloads. A final translation step is needed from the MSPL to the application-
dependent languages that are needed to configure the actual security controls
(e.g. the Linux iptables firewall or the Snort intrusion detection system).

The Security Policy Management service (SPM) allows users to create, delete,
edit, view, store and save their security policies. Each user may have more than
one set of policies (associated to different personae) to differentiate the level of
protection according to the security level required for a certain type of work. The
SPM is also the main user interface to select security applications (or Personal
Security Applications, PSA in short), either directly (in case of an expert user
that prefers an application-driven security configuration) or indirectly (in case
of a user preferring a policy-driven security configuration and thus selecting
applications among those that offer the capabilities needed by his policy).

Once the policy has been specified with MSPL statements and PSAs with the
required capabilities have been selected, we still need to create the configuration
files for the PSAs. This is done by invoking the Medium-to-Low level (M2L)
translation service associated to each PSA: it transforms a policy expressed in
MSPL in the configuration format required by the specific application.

4 The SECURED Architecture

Figure 3 displays the SECURED architecture. We now proceed to explain how
the application offloading can be realized, examining first modifications at the
user terminals (to recognize if it is attached to a SECURED network) and then
introducing the main components inside the NED. Finally, we describe at high
level the steps required for a user to setup a network connection with SECURED.

4.1 User Terminal

If the user may access either a SECURED infrastructure or a legacy network, he
must install on his devices a small monitoring application, the SECURED app.
This application is activated each time the device attaches to a new network to
check that the connection is to a trusted and secure NED. In case this condition
is not verified, the SECURED app establishes a remote connection (e.g. VPN) to



Exploiting the Network for Securing Personal Devices 23

NED 6: download PSAs (from PSCM)
7: load + static attest PSA
8: execute + dynamic

attest PSA

5: PSC attestation

9: feedback to user |
PSCM \

1: attestation 4: instantiate user PSC
2: authentication EACEE PSC

orchestrator

policy mgmt

oo |
|

user terminal

local / external
network ™\

SECURED
app

user
app

privileged OS

T
1
’ ‘ hypervisor ‘

external
network ™\

3: query user
profile

user profiles

policy
repository

PSA repository

Fig. 3. Overview of the SECURED architecture.

a trusted NED and redirects all the traffic of the user terminal to the remote
network node, hence guaranteeing the expected level of protection although with
a higher latency.

It is worth nothing that the above application is not mandatory. For instance,
we foresee the case of devices which cannot install this application. These devices
are still compatible with the SECURED model, although they may not have access
to additional features such as the possibility to trust the NED or to automatically
connect to a remote NED in case of a legacy network.

4.2 The NED

Within the NED, each user is provided with a Personal Security Controller
(PSC), a logical container of execution environments (e.g. virtual machines)
that will coordinate the execution of his security applications into the network.

The PSC can run either directly on the network device (monolithic NED)
or on a separate computational unit (split NED) When a user connects to the
network, the NED will create a new PSC and download on the created container
the security applications (PSAs). When ready, the new PSC will operate on the
sole traffic of the user.

Two main NED components are involved in configuring the PSC: the Per-
sonal Security Controller Management service (PSCM) and an orchestrator.

The PSCM is the component contacted by users to setup a connection with
SECURED and contains three main modules. A Remote Attestation Agent is in
charge of executing the remote attestation protocol with the user and reporting
the integrity status of a NED. An Authentication Module requests to a con-
necting user a proof of his identity to retrieve the user profile (policies and
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applications). The Policy Management component performs harmonization and
conflict resolution on the policies extracted from the user profile.

After the PSCM determines the configuration of the user connection, it con-
tacts the orchestrator to start a new PSC. The orchestrator determines, depend-
ing on the requirement of the PSAs chosen by the user, the number of virtual
machines that must be created for that PSC to process the user traffic. Also, its
role is to configure the network paths inside the NED (to connect together the
virtual machines forming a PSC) and inside each virtual machine (to send the
traffic from a PSA to another). Finally, the orchestrator monitors the integrity
of the PSC, detects whether there are communication problems between virtual
machines of the same PSC and if a PSA inside a PSC crashed; if one of these
events occurs, the orchestrator may request the hypervisor to restart the virtual
machine causing the problem.

4.3 Connection Set-Up

When a device connects to a NED the following steps are performed to create a
protected network connection.

1. Front-end attestation. The user terminal has to perform a remote attesta-
tion pass toward the NED to verify that is connected to a trusted device running
the expected software.

2. User authentication. This step aims at discovering the identity of the user
connecting to the network, which is needed to retrieve his personal security
profile. This could be integrated with existing authentication mechanisms that
are already active for network access, such as the 802.1x protocol? or SIM-based
authentication in mobile networks. This way the user would perform a single
authentication, both for network access (not requested by SECURED) and to
retrieve the user profile.

3. Retrieval of the user profile. Upon successful identification of the user,
the PSCM fetches from a server the user security profile, which contains the list
of PSAs to be executed and their calling order. Then the PSCM contacts the
PSA repository to retrieve the application characteristics, such as their execution
model (e.g. full fledged virtual machine, Java virtual machine, Linux container)
and hardware requirements (e.g. CPU and memory). This information is needed
to create a precise view of the computing/networking primitives to be set up,
which includes the execution environment themselves, the PSAs, and the network
connections between the previous components to satisfy the desired service order.

4. Setup of the user PSC. Giving the execution graph created in the pre-
vious step, the orchestrator issues the proper commands to create the required
computing resources and properly connect them. These resources are grouped

2 While the 802.1x protocol was originally intended to perform device authentication
(e.g. based on the MAC address of the user terminal), recent extensions allow to
perform this step based on user-defined credentials, such as username and password.
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under the term Personal Security Controller (PSC), which may include different
execution environments based on the requirements of the PSAs. In this step no
PSAs are installed, as the user has to perform an additional verification step to
make sure that his PSC has been set up properly.

5. Attestation of the PSC. The user completes a remote attestation phase to
verify the correctness of the PSC (albeit limited to computing and networking
resources), making sure that the execution environments are trusted and that
traffic will traverse those components in the expected order.

6. Download and install applications and policies. PSAs are downloaded
from the repository and installed in the execution environment. Furthermore,
policies are retrieved from the user profile and applied to the applications.

7. Loading and attestation of the PSAs. PSAs are loaded in memory and
are statically attested to verify the correctness of the applications themselves.

8. PSA execution. PSAs are launched and operate on the user traffic. Possibly,
a dynamic attestation step can be carried out on the whole PSC (execution
environments, network connections, PSAs) to detect run-time attacks.

9. Feedback to the user. Finally, the user is notified that all steps have been
successfully completed and the user PSAs are operating properly. A dynamic
feedback is optional but strongly desirable to notify users about possible changes
(e.g. when moving from a network to another, hence the PSC moves to a different
NED, or in case of any problem such as a crashed PSA or network issues).
Note that the user is required to complete the setup of his profile before being
able to connect to a NED. This requires the user registration in the profile server
with a valid account, selection of the proper PSAs and definition of the desired
policies (following either the policy-driven or application-driven approach).

5 Evaluation and Conclusions

As evident from the discussion above, the execution model chosen for our network
application offloading schema is compatible with the service model proposed in
ETSI by the Network Functions Virtualization (NFV) group. This is a recent
framework for the provision of network services by virtualization techniques [6]
and many operators are looking at it with increasing interest. As such, it is of
high interest also to SECURED as a target environment for its implementation.
NFV is based on the availability of a homogeneous infrastructure, supporting the
deployment, replication and mobility of software-based implementations of the
different network functions, named VNF (Virtual Network Function). Network
services are built by composing VNFs and deployed by the NFV Orchestrator
upon the virtualized infrastructure.

NFV can support an additional SECURED model, the Distributed NED,
which can be seen as the generalization of the Split one. In this case the NED is
composed by several distinct processing components deployed in different loca-
tions, such as a dedicated server in the enterprise domain, the edge point-of-
presence of the network operator, and/or a centralized datacenter. Each critical
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component (PSC, PSCM) is mapped to a separate VNF, while PSAs are mapped
onto VNF elements, the so-called VNFCs (VNF components).

There are mutual benefits in a relationship between SECURED and NFV.
First, the NED faces a scalability problem as it may have to cope with hundreds
of simultaneous users, but this is not an issue for NFV as new VNF can eas-
ily be deployed as needed. Second, since VNF is a technology being currently
adopted by telecom and network providers, its mapping with SECURED implies
an easy implementation path for those parties wishing to offer SECURED services.
Last but not least, as SECURED pays special attention to the trust and security
aspects of the NED, there are several techniques (such as remote attestation for
distributed systems) that could be adopted to improve the NFV framework.

In addition to NFV, the adoption of “industry standard” components, such
as OpenFlow (for networking) and KVM/OpenStack (for the computation part),
enables our solution to be integrated in cloud-oriented platforms, hence guaran-
teeing synergies between different services of a network operator. Moreover, this
allows a NED to offload part of its workload to other machines, such as servers
operating in a datacenter, which can guarantee almost unlimited computational
power in addition to cost savings (even when the NFV approach is not taken).
Our architecture does not mandate the use of a single option, but leaves free-
dom to choose the most appropriate technology depending on the deployment
scenario: a single NED may be appropriate for a home network or a small com-
pany infrastructure, while a cloud/NFV architecture may be used by a mobile
operator to handle the network traffic of its customers.

Offloading applications to the network gives important advantages. In many
cases, our approach ensures better performance in terms of responsiveness and
throughput because of the limited resources available at the user terminal. Sec-
ond, it saves resources at the user terminal, that may be dedicated to other
purposes (entertainment, work) or to save power. Third, it provides personal
security protection, independent from the physical terminal in use. Finally, our
approach breaks the paradigm that the highest security standards are available
only on high-end platforms: a user could have many and heavy applications oper-
ating on his traffic even if his terminal does not satisfy the technical requirements
(e.g. CPU frequency, amount of memory) for those applications.

Among the costs that need to be paid for our solution, we mention the
increased amount of time needed for connecting (securely) to the network, in
addition to the overhead generated by exchanging additional data between the
user terminal and the NED. For instance, the trusted channel between the user
terminal and the NED, one of the key elements described in Sect. 4, requires
either performing encryption/decryption of network packets at each channel
side® and repeatedly fetching and evaluating the integrity measurements per-
formed by the NED. It is worth noting that the above overhead does not apply
in all scenarios; for example, the trusted channel can be avoided if the user
trusts the network he is connected to (i.e. other entities are not considered as

3 This step could be avoided in case the access network already uses encryption, such
as a WPA-protected WiFi hotspot.
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adversaries or the user is directly connected to the NED with a cable). In this
case, the network performance would be the same as if applications are run at
the user’s terminal. Another possible drawback of our solution is the difficulty,
for PSAs running in the NED, to access the information available inside the
user terminal, such as the application that generated a given packet, in order to
implement per-application security policies. While currently we are not address-
ing this issue, we are confident that a solution can be envisioned based on [3],
which requires an additional software in the user terminal that monitors the traf-
fic and transfers the <network session ID - process ID> pairs to a PSA running
in the NED.

We think that the results of this preliminary evaluation are promising. The
proposed architecture opens an interesting opportunity to offer user-centric pro-
tection (as opposed to the current device- and network-centric approaches) and
enables also new business models, such as a marketplace for security applications
(PSAs) and ISP contracts including PSA execution.
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Abstract. Virtualization of the ARM architecture is becoming increas-
ingly popular in several domains. Thus security is one of the main con-
cerns in modern virtualized embedded platforms. An effective way to
enhance the security of these platforms is through a combination of vir-
tualization and Mandatory Access Control (MAC) security policies. The
aim of this paper is to discuss the performance overhead of MAC-secured
virtual machines. We compare the I/O performance of a KVM/ARM
guest running on a SELinux host with the one of a non-secured VM.
The result of the comparison is unexpected, since the performance of the
SELinux based VM is better than the non-secured VM. We present a
detailed analysis based on a modified version of SELinux running on an
ARM core, and highlight the main causes of the observed performance
improvement.

Keywords: ARM virtualization + SELinux - KVM ARM - VM secu-
rity - MAC virtual machines + Mandatory access control (MAC)

1 Introduction

The ARM architecture is expanding from embedded systems to server, automo-
tive and High Performance Computing (HPC) platforms. The use of virtualization
is rapidly increasing in these platforms to save power through consolidation, to
isolate applications and to deploy multiple operating system instances on shared
hardware resources. As the use of virtualization technology becomes common place
in enterprise and end-user markets e.g. Data Centers, NFV (Network Functions
Virtualization) systems, Android devices, CPS (Cyber Physical Systems) etc., new
security aspects have emerged, such as protecting virtual machines from potential
host based attacks.

A hypervisor or Virtual Machine Monitor (VMM) creates virtual instances
of the CPUs, memory and interrupts to provide an illusion of a real machine
in software. When the VMM implements full virtualization, it provides hard-
ware isolation for these resources exploiting hardware features e.g. Virtualiza-
tion Extensions, IOMMU and GIC in ARM platforms. Other resources such as
© Springer International Publishing Switzerland 2014
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device peripherals (network, disks etc.) or shared memory are isolated in soft-
ware by the hypervisor and virtualized through emulation or para-virtualization.
This constitutes the concept of isolation using virtualization, which is valid from
the guest point of view but not from the host perspective. Especially for a privi-
leged user in a standard Discretionary Access Control (DAC) environment, VM’s
resources are accessible without any restrictions. This means that a cloud admin-
istrator may read the disk data and sniff network traffic of its customers’ virtual
machines. Moreover, an attacker can compromise the host system (even from a
virtual environment) and perform un-authorized operations over the resources
that belong to the VMs.

Security issues that specifically affect virtual environments have been classi-
fied as: communication between VMs or between VMs and host, VM escape, VM
monitoring from the host, VM monitoring from another VM, denial of service,
guest-to-guest attacks, external modification of a VM and external modification
of the hypervisor [14]. Most of these security threats, aim to compromise isola-
tion between guests or between guest and host e.g. using the CPU cache [23] or
directly assigned devices [13] to gain privileges or access un-authorized data. To
mitigate these threats, hypervisors are provided with strong access control mech-
anisms [22] like the Mandatory Access Control (MAC) and Role Based Access
Control (RBAC) [12]. In fact, in every virtualized system such as a cloud, the
primary challenges for data security are the separation of sensitive data and
access control mechanisms [20].

This paper presents a performance overview of the KVM/ARM VMs that lever-
age MAC policies to secure virtual resources. The Linux kernel provides different
alternative implementations of MAC security policy such as SELinux, TOMOYO,
AppArmor and SMACK. None of these is clearly better than the others but
SELinux is considered the most mature and widely deployed amongst Linux
enhanced security mechanisms [17]. The KVM hypervisor has been selected for
this evaluation as it exploits the standard SELinux implementation. In fact, the
most important alternative VMM for ARM i.e. XEN, has its own MAC implemen-
tation wrapped in Xen Security Modules (XSM) [2].

We compare the performance of two VMs: one running on a host using the DAC
security policy and the other executed in SELinux environment. This comparison
shows unexpected results, as the performance of SELinux based VM is better than
the non-secure VM. We isolate and discuss the key factors behind this behavior
using a modified version of SELinux. To the best of our knowledge, this is the first
SELinux based performance analysis for KVM/ARM virtual machines.

This paper is organized as follows: Sect. 2 describes SELinux and the Linux
Security Modules (LSM). Section 3 gives details on the hardware and software
platform used to gather test results that are presented in Sect. 4. Related work
is described in Sect.5 and potential future directions are given in Sect. 6.

2 Security in the Linux Kernel

By default the Linux kernel uses DAC security policy, which is based on users
and groups. This policy is easy to use but has significant drawbacks. In fact,
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DAC allows the owner of a resource to freely delegate rights over it. Moreover,
only two types of roles are supported: super user and normal users. The former
(also known as root), may be a security threat as it has complete control of the
system. This is particularly undesirable in multi-user, multi-tenancy systems
such as cloud, server, NFV and CPS environments.

To overcome the security issues of DAC, Linux combines it with the MAC
security policy, where a system-wide mechanism controls access to objects e.g.
a socket, a disk file etc., and an individual subject e.g. a process, a VM etc.,
cannot alter it [6].

2.1 Linux Security Modules and SELinux

To avoid the proliferation of security solutions that perform invasive modifi-
cations to the Linux kernel, support for security solutions has been provided
through an abstraction layer known as the Linux Security Modules (LSM). It
enables the implementation of MAC policies as loadable kernel modules avoid-
ing the necessity to deal with long and difficult to maintain patches. LSM allows
modules to mediate access to kernel objects by placing hooks in the kernel code
just ahead of access to them [25]. These hooks are scattered through-out the
kernel and have been classified as task, program loading, file-system, IPC, mod-
ule and network hooks [24]. A security module implements some or all of these
hooks.

In 2001 SELinux was initially presented to the open source community as a ker-
nel patch by the National Security Agency(NSA), and was later re-implemented
as LSM module [19]. Tt is an implementation of the Flask OS security architec-
ture [5] and its MAC policy is based on Type Enforcement (TE) that can also
provide Role Based Access Control (RBAC). The Flask OS’s main capability is to
separate security access control decisions from their enforcement [1]. This feature
has been inherited in SELinux, where the Security Server takes the security access
control decisions and the LSM hooks enforce them [7]. Furthermore, SELinux has

DAC virtualized environment SELinux virtualized environment

Guest

Virtual Machine -ﬁ
A

ppiation )

Guest

Virtual Machine ““ 3 I
e — Application

User space
User space

v v
8 ‘ System Call Interface ‘ I3 ‘ System Call Interface ‘
g 4 g I x
Tf v v 3 v SELinux
3 KVM £ KVM Polic;
x X Security

Linux Kernel Linux Kernel | Check -+ AVC

ARM V7 + Virtualization Extensions ‘ ‘ ARM V7 + Virtualization Extensions ‘

(a) (b)

Fig. 1. DAC and SELinux based virtualization environments



A Performance Analysis of ARM Virtual Machines Secured 31

a third component known as Access Vector Cache (AVC), which is designed to
speed-up the access validation decisions. The AVC maintains a cache of decisions
made by the Security Server for subsequent accesses [7]. Figure 1 shows the DAC
and SELinux based virtualization environments.

2.2 Disabling the SELinux AVC

When comparing a guest in a DAC virtualization environment (Fig. la) with
a VM in a SELinux host (Fig.1b), the later shows better I/O performance.
This result is unexpected given that SELinux introduces at-least two different
sources of overhead: the first one comes from the LSM layer and the second is
due to the access control decision making infrastructure i.e. SELinux performs a
security check every time a subject wants to execute an operation on an object.
So this additional cost should lower the performance of SELinux host VMs.
In order to explain these results and evaluate its performance impact on the
overall security system, we disable the main component designed to improve the
SELinux performance i.e. the AVC.

We modify the avc_has_perm noaudit () function, which performs permissions
checks in every access. The permission check is firstly delegated to the AVC
cache and if the result is not found (an AVC miss), the request is forwarded to
the Security Server. In order to oblige the Linux kernel to always go through the
Security Server, we force a cache miss for each request. To include the lookup
time in our measurements, we force the cache miss after the AVC lookup func-
tion. This modification aims to keep the SELinux source code changes as simple
as possible. In fact, a complete removal of the AVC would result in important
modifications to the existing code as it has been included in SELinux from very
early stages, and it is fully integrated into it. In addition, this enables us to
measure the AVC cache miss influence on an implementation that is very similar
to the mainline SELinux.

3 Hardware/Software Platform and Benchmarks

The Texas Instruments OMAP5-uEVM board has been used to perform these
tests. It is equipped with two ARM Cortex-A15 MPCore (1.5 GHz), 2GB of
DDR3L RAM and a 16 GB MicroSD card (Class 6). Although Ubuntu 12.04 is
the most widely used distribution on ARM, it does not officially support SELinux
so we installed Fedora 20 as a host on the OMAP platform. To create and manage
virtual machines we used QEMU 1.7.91 and libvirt 1.2.2 [10]. The mainline kernel
v3.14.0 is used for the host; for the DAC virtualization environment (Fig. 1a) it
is compiled without any security support (i.e. no LSM) and for the MAC secured
virtualization environment (Fig.1b), it is compiled with SELinux support and
booted in targeted enforcing mode.

The VM runs Ubuntu 12.04 (kernel v3.12.0-rc7) with 256 MB of RAM and
is pinned to a physical processor. The virtio para-virtual drivers have been used
for both network and disks. The VM’s disk image is stored on the host local
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storage. The noop 1/O scheduler and EXT4 file-system have been used in both
guest and host systems.

The iozone and netperf software benchmarks are used for the guest file-
system and network tests, respectively. In fact, I/O is the most important reason
for interactions between the guest and host systems. The disk tests have been
performed with different file sizes i.e. 4 KB, 100 KB, 1 MB, 2 MB and 10 MB. The
smallest file size is equal to the block size of EXT4 file-system, while the higher
values are small-to-medium sizes that are commonly found in different use-cases.
To prevent any caching mechanism between the VM and host, we disable caches
in the virtio and iozone configurations. The performance evaluation of SELinux
within the virtual machines is out-of-scope of this paper.

4 Performance Evaluation and Results

In this section we present some experimental results on I/O performance of the
ARM virtual machines. All of the disk performance figures show the average
results of 13 file-system operations for 5 different file sizes (65 in total), and
each test has been repeated 30 times. In Figs. 2 and 3, a negative result means
that the VM on SELinux host is faster as compared to the DAC host VM.
Figure 2 presents a comparison between two guests: the first running in a DAC
environment and the second on a SELinux host. In this case, the SELinux host
based VM is faster in 38 out of 65 tests (58 % negative results).
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Fig. 2. VM disk performance with a standard SELinux host (with AVC)

These results are unexpected for the reasons discussed in Sect.2.2. So we
neutralize the SELinux AVC cache and obtain the results shown in Fig. 3. These
results highlight the overall impact of AVC cache on the disk performance. It
is interesting to see that 8 out of 65 results are still negative (12%), where 7
results are greater than —8 % of slowdown percentage and the most negative one
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Table 1. VM streaming I/O performance results (netperf)

SELinux (with AVC)

SELinux (AVC disabled)  DAC host

TCP_STREAM | 45.96 Mbps

14.23 Mbps

41.79 Mbps

UDP_STREAM | 114.57 Mbps

23.99 Mbps

81.75 Mbps

Table 2. VM request/response I/O performance results (netperf)

SELinux (with AVC) | SELinux (AVC disabled) | DAC host
TCP_RR | 630.37 Tps 362.50 Tps 615.07 Tps
UDP_RR | 653.93 Tps 377.01 Tps 641.18 Tps
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is about —13%. We consider these results as mostly an experimental anomaly
and in part due to the LSM framework. In fact, there are examples in literature
where LSM performs better than DAC [25]. Finally, Fig.4 shows the absolute
disk performance of a KVM/ARM guest on a SELinux host.

For the network benchmarks, a similar approach has been taken. We com-
pare the performance of three VMs: the first on a DAC host, the second running
on SELinux with the AVC disabled, and the third running on a full SELinux
host (leveraging the AVC). Two tests have been performed for both TCP and
UDP protocols: bulk data transfers (TCP_.STREAM and UDP_STREAM) and
request/response performance (TCP_RR and UDP_RR). These results are pre-
sented in Tables1 and 2, where the bandwidth and packet processing rates
are shown in Mega-bits per second (Mbps) and Transactions per second (Tps),
respectively. In both cases, similar to the disk benchmark results, we can claim
that SELinux VM is faster than the DAC guest. These results also show that
AVC has a significant impact over the network performance of the guest VMs.

5 Related Work

Park [11] did a MAC performance analysis of the Android OS using TOMOYO
Linux and claims a performance loss of around 25%. On the same operating
system, Shabtai [18] did a SELinux based performance analysis that results
with a negligible performance loss. In this study, the authors confirmed two
cases of SELinux speed-up, but without any analysis of the possible reasons.
In addition, Nakamura [9] measured the performance of SELinux specifically
tuned for resource-constrained devices and Wright [24,25] measured the perfor-
mance overhead of LSM security framework on the x86 architecture, claiming a
nearly zero overhead.

Coker and Vogel [3,21] ported SELinux to different ARM platforms while
Fiorin [4] developed a hardware accelerated AVC to speed-up performance. None
of these works take into account virtualized environments.

Other studies include the Mandatory Access Control implementation directly
in the hypervisor (vHype and XEN, Sailer [15,16]) to improve the manage-
ment and run-time security of the system. Lastly, Nahari [8] proposed a secure
embedded Linux architecture by means of virtualization, SELinux and ARM
TrustZone.

6 Conclusions and Future Work

We provided a detailed I/O performance analysis of a KVM/ARM guest run-
ning on a SELinux host. We compared these results with a guest running without
any security enhancements i.e. on a DAC host. Our test results show that vir-
tual machines running in a DAC environment are slower than virtual machines
running on a SELinux host. We discussed the main causes of this performance
improvement, and finally we strongly recommend the use of SELinux in any
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virtualized environment e.g. Data Centers, NF'V systems, Android devices, CPS
etc., for both security and performance enhancement.

Future work will include an analysis of the LSM framework impact on the
guests performance in systems enhanced with MAC security policies. In addition,
it will be interesting to study the scalability of KVM/ARM VMs on SELinux
hosts, analyzing the performance while increasing number of guests in the sys-
tem. Finally we will investigate acceleration methods for those systems which
cannot exploit MAC security.
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